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Ve struchosti

* Proc?
* Nastroje
* stavajici
* vylepseni dnsperf
* Vizualizace
* Doporuceni
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BIND bug report

Na sekundarnim DNS serveru
Aktualizace BINDu z 9.11 na 9.16
Monitoring obCas detekuje SpiCky latence
Samy zmizi

5



BIND bug report
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Mérfeni latence: nastroje 1/2

* dnsperf 2.10
e min/primeér/max
* na konci testu

* resperf 2.10
° jen prumeér
* pro kazdy interval

L
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Mereni latence

* Bill Gates prijde do hospody
a v prumeéru jsou vSichni miliardafi.
* Histogram! =
* Tabulka Cetnosti

%
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Mérfeni latence: nastroje 2/2

* flamethrower  0.10.2
* min/primér/max, pro 1 sekundu

* shotgun 20210714

* histogram pro 1 sekundu, 1 ms rozliSeni
* vizualizace

* hlavné pro resolvery
(potrebuje vstupni PCAP s dotazy a casovanim)
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dnsperf 2.11 - novinky

* Histogram latence, kazdou sekundu!

* dnsperf
e-S1
* -O suppress=timeout
* -O verbose-interval-stats
* -O latency-histogram

2
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dnsperf 2.11 - novinky

Interval Statistics:

Latency bucket (s): answer count
320 - 327: 30
327 - 337 o |
417 - 425 S |

logaritmicky krok, ~ 3 % presnost

* optimalizace, autor Tony Finch
Visc

m
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Interpretace

AND A LOT
O- NUMBERS

5

| SEE YOU...

JESUS THATS
A 0T OF

10



Vizualizace

DNS Shotgun uz vizualizaci latence ma

* Ale rozdilne formaty ...
... coz pridat maly skriptik ...

JSON pro dnsperf

* https://github.com/pspacek/dnsperf/tree/json_output

podpora pro "dnsperf JISON" v DNS Shotgunu

* https://qgitlab.nic.cz/knot/shotgun/-/tree/oarc40

L

Vs
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Test #1

echo
server

dnsperf |« >

VM v AWS cloudu?!?é &

Latence < 400 us for 99.98% odpovedi!
* Zbytek <4 ms

L
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Response time [u

Echo server: histogram latence

102 -

102 -

ien 0,02 % odpovédi ma late

400
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0.001
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Echo server: histogram latence

/max z 10 pokust

g 103 -
& primeér
3
c
o
o
K min z 10 pokusu

102 -

0.001 0.01 0.1 1 10 100

Slowest percentile



Echo: min/25/50/75/max boxplot

~ /ma )

percentil

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH



Echo server

5
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Test #2

dnsperf |« > BIND, )
sekundarni
staticka konfigurace
BIND
primarni

2
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Test #2

Primarni: 100 k zones + catalog zone
Sekundarni: nacita katalog zon
dnsperf -> sekundarni server

e Zatizeni CPU < 20 %

* -Q 100000 -S1 -c 256 -g 65535 -t 1 -l 60 -O json
-O latency-histogram -O verbose-interval-stats
-O suppress=timeout,unexpected

e

/

Visc
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Staticky BIND: histogram latence

i |

: BN echo

_ \ W BIND v9.18.10 static
8 103 - N
D) ]

A

0.001 0.01 01 1 10
Slowest percentile




: boxplot latence

Staticky BIND

| BINDV9.18.10 static

B echo
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Staticky BIND
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Test #3

BIND
sekundarni

dnsperf | >

I

skript upravuje BIND
katalog zon primarni

ﬁ



BIND 9.18.10 uprava katalogu

6 .
107 T BN BIND 9.18.10 static
client timeout W BIND 9.18.10 catz mod
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BIND 9.18.10 uprava katalogu

B BIND 9.18.10 static
" BIND9.18.10 catz mod
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BIND v problémech

» Zpracovani katalogu zon
* Mala hash tabulka
* Degraduje na spojovy seznam
100k zon v katalogu => 6000 polozek v 1 seznamu
* Oprava velikosti tabulky
° 9.16.37
¢ 0.18.11

2
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Staci to dotahnout??

5
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Response time [us]

BIND 9.18.11 uprava katalogu

6 J .
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BIND 9.18.11 uprava katalogu

10°

B 9.18.10 static
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B 9.18.11 catzmod
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Druhy problem

» Jadro posila dotazy vlaknim
SO REUSEPORT
e ale vldakno se mohlo zablokovat!

°* Opraveno v 9.18.13
» Rada 9.16 bez opravy

5
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Zpatky ke strojum ...

5
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BIND 9.18.13 - s opravami

Response time [us]
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— s opravami

BIND 9.18.13

B 09.18.13 static

B 9.18.13 catz mod
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BIND 9.18.13 — s opravami
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BIND O.11 11T




BIND 9.16 - nekompletni opravy

5

37



Pouceni c. 0O

* Testovat, testovat, testovat ...
* | predpoklady

Napr. o chovani autoritativniho serveru

38
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Pouceni C. 1: odlehle hodnoty

* "Outliers”

* Pruméry lzou
* Provérte | surova data

* Percentily > 95 % jsou dulezité
* 100 kQPS ... 1 % = 1000 QPS ...

5
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Doporuceni

Testovat, testovat, testovat ...
Odlehlé hodnoty ve vysledcich & &

Aktualizovat, aktualizovat, aktualizovat ...
* BIND 9.18.13 nebo novejsi

5
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Doporuceni

* Testovat, testovat, testovat ...
* Odlehlé hodnoty ve vysledcich

» Aktualizovat, aktualizovat, aktuallzovat

* BIND 9.18.13 nebo novejsi

5
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Dékuji za pozornost!

*Web: https://www.isc.org

- Software ke stazeni:
https://www.isc.org/download
https://downloads.isc.org

*Prezentace: https://www.isc.org/presentations
* GitLab: https://gitlab.isc.org

L

m All content © Internet Systems Consortium, Inc
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